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Principles of privilege of access to SUMEX=AIM, ™™

The SUMEXwAIM facitity is fully fumded by the NIH=BRB as a means to
further research, researcherelated education, and sceially bemeficia)
applieations, (n the field of computer=aided intelligence as applied teo
health,The SUMEX statf and SUMEXeAIM ysers share anm obligation to the
texpavers who proevide the means to support this facilitys

1o To meet the seientific objectives of the preject,

2y To help build both a facility and & cooperative commumity that will
be an even more effective instrument for such objectives,

3y To do these things in a way that reflects creditably on the value
and seriousness of our purposes; and om our semse of responmsibility te
the sponsors, o 7 ]

In the administratiom of the SUMEX=AIM granmt we have beem afforded a
remarkable degree of flexibility and loca) responsibility im order to
PUPrSUe these objectives with a minimum of bureayeratic interforence and
red tape, If we continue te operate and work om the system with a high
sense of prudence and responmsibility, we may comtimye to enjoy that
rrivilege) conversely, we can s3ee many instances where abuses by a
minarity have led to the Imposition of {rksome restrictions and fussy
detaf) of accountability om the manmy,

It {s the responsibility of the SUMEX statf to organize the system in
a way that optimizes these Qoals, and ! believe we camn be proyd of our
performance with respect both to our sponsors amd to our ysers, We hope
thet users wil) conmtinue to be cooperative and understanding about the
need for accoyntability, and that the reportimg that is being asked is
at a minimum credible leve!,

In this note I wil) address some issyes of USER respensibility im this
enterprise (never forgettinmg that efficient and {meginative sciemce is
the superordimate aim), You wil) a1) have submitted scientific
pronnsals that frame the Justificat{on for your access to the machine,
Needless to say, experimenmtation with related frontiers of i(mquiry {s
8130 always to be emcouraged) and all of us will be makimg fyrther
contribytions to the general operation of the system as well as to
apec{fi{c projects, I hope that every use of the system is such as to be
Justifiable against potentially adverse and critical serutimy, for
reasons ! have already stated, o

Since recognized users are already wellminformed, and {n a responsible
*9les the most likely seurce of misunderstanding may be in the area of
the delegation of SUMEXeAIM privileges to others, Project lesders of
COUPrsSe must assume perscmal responsibility for the instruction of their
colleagues and assistants im the ethical yse of the system as
surroQates for themselves »» this (s implicit im the Projecteleader's
reavest to establish new directories and user=names on his behalf, We
will be posting bulletins from time to time to point out areas of
coneern] for example the careless and expensive preemption of
Phone=){nes by (mactive terminalay or the meglect to logoyt Jobs before
disgonmecting, (vVigilant comscience s our main altermative to a
cumbersome feeraccounting system,) We hope that ysers will {mdeed
sgrutinrize the <BULLETINS>» directory from time to time for file mames
that point to mews of this kinmd,
‘ Besides the 'official! delegation to a group member which is {mvelved
{m setting up a mew directory, users may have valid, perhaps even
VRGONt reason to extend the yse of their own software ==to students and
¢ollaborators, to potential users of mew subsystems, to potent{al
recruits, and {n other demonstratioms, Such activity whem ynmder the



) <LEDERBERG»_TR,SUMEX ;4 WED {2«MAR®TS 33104PM

user's {mmediate supervision poses mo special problems, and (s an
opvieus extenpion of the project!s primary purpose,

More carefu! attention myst be given te the delegation of usage that
{nvelves 'lending! ome's password to enmable {ndependant login, This
progedure 10 so prone to abuse that (¢t must be genmerally disecouraged)
and {f (¢t (s deme, (¢t must be on the premise that the passwordmowner (s
personglly responsible for the usage,(0r, as o special case; that a
group is funetioning as a colleqtive usernname sharing ome directory,)

We recognize the importamce of giving many people the opportunity to
try SUMEX im an informa) way, and we pose mimimum barriers to setting
up pilot accoynts, Rather than lend their own passwords im a way that
then defies further accoumtability, users should refer friends and
proapects to me . ‘

(ey9, by SNDMSG to LEDERBERG, or by maildwith recuests for that
nﬂtv‘$ege. We have so far refused no ome who had amy legitimate reason
te se 109Qed in,

Special arrangements have already been made with some prejects 1ike
czuo ENDRAL> and <MYCIN») and these may be refimed further {m the
spirit of this memorandum=e those projects are {mvited te comment on
their special meeds prior to further d‘lcualien. In addition, we are
pPlanming te deaign s special route for GUEST logins that will proevide
us with the appropriate contro) and information pertinent to that kind
of usage, Meanwhile, the hospitality of SUMEX=AIM should be exercised
by recognrized Pilot accounts,

There I8 orme category of Usage that may be called

recreational=edycationa) that poses some problems, It canm be Justified
a8 g way of intreducing voung people to computing, and of offering play
te {magimatiom im prief syrcease from arduous intellectual effort, 1
woyld be happy ¢ we had some Alworiented games or gamew!{ke dialogues
that cou'd better meld the recreatiomal and {mvestigative fuymetions,
ar demonstrate a higher order of intelligenmce than a
paeudo=randomenmymber generator (n competing with a yser,
(Suggestions wou'ld be welcome,) This application oebvious]y myust be set
at & Priority that assures that it cannot comsume otherwise usefu) epy
cycles, Comsciemtious users might get the command OPER | while (n that
modey ard avoid {t altegether during prime=time hours,
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